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*************** Start of Change 1 ****************
12
Security aspects of Network Exposure Function (NEF)

12.1
General

In the 5G system, the Network Functions securely expose capabilities and events to 3rd party Application Functions via NEF. The NEF also enable secure provision of information in the 3GPP network by authenticated and authorized Application Functions.

Requirements on security aspects of NEF are captured in clause 5.7. 

12.2
Mutual authentication and authorization
For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [17], clauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document. 
AF Authorization to access the service provided by the 3GPP network shall be provided based on policy of the NEF, policy of the serving PLMN, or based on policy of the inter-operator agreement.
12.3
Protection of the NEF – AF interface 

TLS shall be used to provide integrity protection, replay protection and confidentiality protection for the interface between the NEF and the Application Function. The support of TLS is mandatory. 

Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [17], Annex E.
*************** End of Change 1 **************
